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Recommendations Regar ding
Federal Information Processing Standard (FIPS) 186-2,
Digital Signature Standard (DSS)

Methods and Techniques

1 Purpose

This publication provides recommendations regarding the implementation and use of Federal
Information Processing Standard (FIPS) 186-2, Digital Signature Standard (DSS).

2 Authority

This document has been developed by the National Institute of Standards and Technology
(NIST) in furtherance of its statutory responsibilities under the Computer Security Act of 1997
(Public Law 100-235) and the Information Technology Management Reform Act of 1996,
specifically 15 U.S.C. 278 g-3(a)(5). Thisis not a guideline within the meaning of (15 U.S.C.
278 g-3 (8)(5).

This recommendation is neither a standard nor a guideline, and as such, is neither mandatory nor
binding on Federal agencies. Federal agencies and non-government organizations may use this
recommendation on avoluntary basis. It is not subject to copyright.

Nothing in this recommendation should be taken to contradict standards and guidelines that have
been made mandatory and binding upon Federal agencies by the Secretary of Commerce under
his statutory authority. Nor should this recommendation be interpreted as altering or superseding
the existing authorities of the Secretary of Commerce, the Director of the Office of Management
and Budget, or any other Federal official.

3  Background

FIPS 186-2 specifies the Digital Signature Algorithm (DSA) that may be used in the generation
and verification of digital signatures for sensitive, unclassified applications. This standard is used
in conjunction with the hash function specified in FIPS 180-1 and includes specifications for the
size of the prime modulus p, and algorithms for the generation of a user’s private key, x, and a
user’s per message secret number, k. This publication isintended to provide recommendations
for the continued use of FIPS 186-2.

4 Recommendations regarding FIPS 186-2



This specia publication provides recommendations regarding the size of the prime modulus p,
modifications for the random number generation techniques specified in Appendix 3 of FIPS
186-2, and recommendations for the use of these techniques when used in contexts other than the
generation of DSA keys.

4.1 The Prime Modulus p

FIPS 186-2 specifies that the prime modulus p is defined for the range of primeintegers 2" < p
<2, where512 £ L £ 1024 and L is amultiple of 64. This publication recommends that L
should assume only the value 1024 for DSA as specified in this standard, i.e., the prime modulus
p should be defined in the range 29 < p < 21%%,

4.2 Random Number Generation

FIPS 186-2 includes algorithms for the generation of a user’s private key, x, and a user’s per
message secret number, k. These values must be generated randomly or pseudorandomly and
must have values between 0 and the 160-bit prime q (as specified in the standard). Techniques
for generating x and k are provided in Appendix 3 of the standard.

Recently, an unpublished attack on DSA* was found that relies on the non-uniformity of the
pseudorandom number generators (PRNGs) specified in Appendix 3 of the standard. The attack
isnot considered to be feasible at this time, so existing implementations of DSA are not yet at
risk. However, the following modifications of the PRNGs may be used in lieu of those PRNGs
specified in FIPS 186-2 when users are concerned about the attack. These modifications reduce
the non-uniformity of the PRNGs and do not affect interoperability.

The algorithms described in Sections 4.2.1 and 4.2.2 use a one-way function G(t,c), wheretis
160 hits, cis b bits and G(t,c) is 160 bits. Two methods for constructing G are defined in FIPS
186-2: using SHA-1 as defined in FIPS 180-1, and using the Data Encryption Standard (DES) as

defined in FIPS 46-3. If G is constructed using SHA-1, b is between 160 and 512 bits (160 £ b £
512); if Gisconstructed using DES, b is equal to 160 bits.

4.2.1 Revised Algorithm for Computing m values of x (Appendix 3.1 of FIPS 186-2)
Let x be the signer's private key. The following may be used to generate m values of x:

Step 1. Choose a new, secret value for the seed-key, XKEY.

Step 2. In hexadecimal notation let

t = 67452301 EFCDABS89 98BADCFE 10325476 C3D2E1FO.

! The attack was discovered by Dr. Daniel Bliechenbacher of Lucent Technologies, Bell Labs, Murray Hill, NJ. See
a February 25, 2001 press article at http://www.lucent.com/press/0201/010205.bla.html.




Thisistheinitial value for Ho || Hy || Hz || H3 || Ha in the SHS [FIPS 180-1].

Step 3. Forj=0tom- 1do
3.1 XSEED; = optional user input

32 Fori=0toldo
a. XVAL = (XKEY + XSEED;) mod 2°
b. w; = G(t, XVAL).
c. XKEY = (1 + XKEY + w;) mod 2°.
3.3 X =(Wo || wi) mod g

4.2.2 Revised Algorithm for Precomputing one or More k and r Values (Appendix 3.2 of
FIPS 186-2)

This algorithm can be used to precompute k, k™*, and r for m messages at a time. Note that
implementation of the DSA with precomputation may be covered by U.S. and foreign patents.

Step 1. Choose a secret initial value for the seed-key, KKEY.
Step 2. In hexadecimal notation let
t = EFCDABB89 98BADCFE 10325476 C3D2E1F0 67452301.
Thisisacyclic shift of theinitial value for Ho || Hz || Hz || Hs || Ha in the SHS.
Step 3. Forj=0tom- 1do
31 Fori=0toldo
a w =G(t, KKEY)
b. KKEY = (1 + KKEY +w;) mod 2°
32 k= (wo|lwi) modq
3.3 Computek™=k'modq
3.4 Computer; = (g“ mod p) mod g

Step 4. Suppose Mg, ... , M1 are the next m messages. For j =0tom- 1 do



a Leth=SHA-1(M)).
b. Lets = (k™(h+xr;)) modq
c. Thesignaturefor Mjis(rj, s).
Step 5. Lett=h
Step 6. Go to step 3.

Step 3 permits pre-computation of the quantities needed to sign the next m messages. Step 4 can
begin whenever the first of these m messagesisready. The execution of step 4 can be suspended
whenever the next of the m messagesis not ready. As soon as steps 4 and 5 have completed, step
3 can be executed, and the results saved until the first member of the next group of m messagesis
ready.

In addition to space for KKEY, two arrays of length m are needed to storerg , ... rmy and ko™, ...,
k1t When they are computed in step 3. Storage for s , ... , Sna i only needed if the signatures
for agroup of messages are stored; otherwise s in step 4 can be replaced by s, and a single space
allocated.

4.3 General Purpose Random Number Generation

Several of the FIPS require the use of an Approved (i.e., FIPS-approved or NIST recommended)
random number generator (RNG). The RNG in Appendix 3.1 of FIPS 186-2 or in Section 4.2.1
of this recommendation may be used in addition to any other Approved RNG. However, when
the RNG is used for the generation of random numbers other than for DSA keys, it is
recommended that the “mod q” term be omitted. Thiswill result in the following changes to the
specification:

FIPS 186-2, Appendix 3.1, Step 3 c:
Change “x; = G(t, XVAL) mod g to “x; = G(t, XVAL)".

This recommendation, Section 4.2.1, Step 3, substep 3.2:
Change “x; = (wo || wi) mod g” to “x; = (Wo || wa)”.



